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PC 2: MyClient PC 1: MyServer

Endpoints

N opc.tcp://MyServer:48001 -~

Server Connection List Trust List I Trust List
* Basic

* SignAndEncrypt
* Username/Certificate

opc.tcp://MyServer:48001 [~

Rejected
* Basicl128Rsal5s List

* SignAndEncrypt
* Username
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The certificate is self-sipned, and is not found in the list of trusted certificat... |E|

@ Unable ko werify the identity of "OpcDemoServer@lt_dammmatt’ as a trusked serwver, \/Iyserver
Possible reasons For this error:

- Your client does nok recognize the Certificake sauthoriby that issued the sike's certificate,

- The serwver's certificate is incomplete due to a server misconfiguration.

- You are connected ko a server pretending to be 'OpcDemoSeryver@lt_dammmmatk’, possibly bo
obtain wour confidential information. L

Trust List

Server Connhec Please nokify the server's administrator abouk this problem.

EBefore accepting this certificate, wou should examine this certficake carefully. are wou willing ko
accept this certificate for the purpose of identifving the OPC UA Server
'CpcDemoServer@lt_dammmakk's

[ﬁiew CertiFicateJ

Rejected

{*) Accepk this certificate permanently .
List

) Do nok accept this certificate and do nok connect to this server

D347 > MBI SRS DFF Al
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PC 2: MyClient PC 1: MyServer

Server Connection List opc.tcp://MyServer:48001 [~

opc.tcp://MyServer:48001 Trust List e Basic256 Trust List
*Basic256

*SignAndEncrypt * SignAndEncrypt
*Username e Username/Certificate

opc.tcp://MyServer:48001

Rejected
* Basicl128Rsal5 List

* SignAndEncrypt
* Username
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PC 2: MyClient

Server Connection List
opc.tcp://MyServer:48001
*Basic256

*SignAndEncrypt

*Username

Trust List

@

D317 > M5 DIEHZIES
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PC 1: MyServer

ureChannel

I

opc.tcp://MyServer:48001 ;
Trust List

* Basic256
* SignAndEncrypt
e Uzername/Certificate

opc.tcp://MyServer 2001

* Basicl128Rsal5
* SignAndEncrypt
* Username

Rejected
List




Connection Configuration

Manage Certificates

E Skatus 7 Mame walid From walid To Organizakion Organizatic Localibw State Counkry Appl
UnifiedautomationUaDemo@lk_darmmmake 19, 10,2009 : : Unifiedautomation  1nik LocationMame DE
L Z 2005 159 =009 153 Unified Aukomaki. .. Murermberg :
L - *ServerExfLa Server 10,02.2010 12:15:35 05.02,2020 12:15:35 Erlangen DE Kep
o Reject DrermoServer@lk_dammmatt 23.03.2010 16:10:11 22.03.2015 16:10:11 Crganizakion Unit LacationMane DE urn:
L= Crelete AT I -CPCUS-5, 0P, SimaktichET.S7F 26.05.2009 15:02:57 19.05.2039 15:02:57 opc.
= Qpen... atewayi@lt_dammmatt Z4.053.2010 16:20: 57 23.0353.2015 16:20:37 Unified Automation Dew Schwabach DE It_d=
- Cun Certificate UaExpert 11.09.2009 10:31:30 11.09.2010 10:31:30 ascolab devw Erlangen DE Ea opc.
Trust List
= | I >
L Dpen Certificate Location J [ Copyw UaExpert's Certificate To... ] [ Zreate new aExpert's Certificate. ..

* SignAndEncrypt
* Username

i
O
Il

AN -1
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PC 2: MyClient PC 1: MyServer

acureChannel

Server Connection List opc.tcp://MyServer:48001

opc.tcp://MyServer:48001 Trust List - o e Trust List

*Basic256 ate Session e
*SignAndEncrypt h e SignAndEncrypt h

«Username * Username/Certificate

opc.tcp://MyServer:48001 _ [~
Rejected

atesession * Basic128Rsal5 List
* SignAndEncrypt

* Username

BB IEG

Copyright © 2016, OPC Council Japan, All Rights Reserved




BAEROPCIERES

URL: https://jp.opcfoundation.org

Copyright © 2016, OPC Council Japan, All Rights Reserved




