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UA Secure Multicast
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UA Binary TCP
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Webservices More to evaluate
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Pub-Sub with Broker

o [EROEDIZAT> T —)I\—ETOIEHiZ2EIR
- ERZRYNI-IICHFEITBUAT IV 23> 0iEk:
- DIURRISA T MDT —TERiX

— \
- AMQP 1.0%Z#RF 4/// \\\

Infrastructure
— ISO/IEC 19464:2014
—  Microsoft Azure ® RETEFH
[ Microsoft Azure l(&. K[E Microsoft Corporation®. KEH LU ZDMOE CH IS B ETHEIEE

FEETY,
|
AMQP Broker > Link AMQP Client
Subscriber
AMQP Client Link > Tail —> <— Head
Publisher <— Head : :
T E—
Queue (Source)
-Non-persistent
> Link >| AMQP Client
Subscriber

Copyright © 2016, OPC Council Japan, All Rights Reserved




AMQP DI
ISO 19464 flexible topologies S0 =

{88 : 1ISO 19464 Connecting Business for Value
by John O’Hara Originator of AMQP / ISO 19464

-

Copyright © 2016, OPC Council Japan, All Rights Reserved

FOUNDATION



Pub-Sub ZF+1U7F1

» DIAT NG\ = EFNOTFIIT4
- NBESEEAE (PKI) &, ty3asF—3ROIFNFRT LTI L
YA~ KRNIV LOIZ1Zr —SaVIFIA
o Ty A F SRR

> PubSub EFI)ILOtF1)74 (end to end security)
w2 3>+ —(FPublishertSubscriberCHEEMNE
o TFIVFTAIN-TDAICF—%EIE
o Xwt—2FtF1UT4IIIN TN TIXE
o ¥—(F OPC UA 347> NI —N—-EFILOtF1VFT4THF—H—
IN—{XETBfD

o ’;27\;1')74’])[/ TJTOT7ICAICHI DR - 528 (FF - —/){-T
it

Copyright © 2016, OPC Council Japan, All Rights Reserved

4
FOUNDATION



Pub-Sub ZF+1U7F1

» OAuth2ME A5 ZHHA
- OAuth2 : WebZIVICT, PUEAZAQHIEiERY NI—JHUICITS
piulal: s 8

UADIZER>IF1T7 NS = -EF)ITF-— /(-

(SEVNREEEE - SR eI RE L. F—ZHUS.

Publisher or Authorization Security Key Message Oriented
Subscriber Service (AS) Service (SKS) Middleware
| | | |
: Authorization Grant—b: : :

:<— — —Access Token- — — —: : :
I I I I
I GetSecurityKeys g |
I I I I
K ——————- Keys and Expiry Time— — — — — — — — I
I I I I
I Publish Message secured with Keys (Publishers} P
I I I I
< Receive Message secured with Keys (Subscribers) 1
I I
I I
| |

Copyright © 2016, OPC Council Japan, All Rights Reserved




> dd—3— M2M
» BIFOPC UAY—/)\—ADILIE T GBI EE

» OPC UAYSA 7> MMSDPuUb-SUbEF VDI J4Fa1L—23>
» UADP (UA Datagram Protocol) (C&dtFa17RIPYILFFr A B

UATCP / UA Binary
Configure Configure

Send Receive
Publisher Subscriber

UADP Multicast

Copyright © 2016, OPC Council Japan, All Rights Reserved




D794 AR bO—-5—M2M?

» UADP YILFFv AR I HED
o BR/\RTRIERMRTONIILZAAVIC LD Xy —ThLIE
- BAOVYIIRT—ARZHAN B] EE
- FHAROUTI A LB 0
REA P NIUTIAA LTI
EFEDB]EETEN DD \
» TSN (Time Sensitive Network) H'EFRTZ3
- IEEE 802 working group — =44/ —SXXy hD—EBICRDFTE
- B [EIHA
- IRFEMREESNIOEERSfE (Guaranteed bounded latency)
- TUTRERIRICL2(E5EM4
- ARVERERSRE (latency) — HybRAI—ETUI> T3>
- Gb LD/ RiF
o FFROPuUb-SubDEEAIO NI ELTIRES

\l

)

o

Copyright © 2016, OPC Council Japan, All Rights Reserved

4
FOUNDATION



Pub-Sub ZO0M17" sscunpigei

» UAWGOHYIWGEL TEES
» 2015/7/ 8(::‘:“1/77'- 7 Enhancement OPC-UA via UDP / AMQP / ...
» 70 J»X J: @W G >( \/ } ( _ Optimized for Cloud and Sensor Networks

Wireshark(*) # 3] ge

=DTEN2016/04()\)—)I\—TEXR
(*) A=TV=ADRY NI =I7F 545

WiresharklZ. Wireshark Foundation, Inc. DFEZETY,

Early adopters

v

v

BECKHOFF  [Bgf§ Rexroth

Honeywell  [llIBHsoftec WosTromassers

WMTA “softing SICK () aweotizs

Copyright © 2016, OPC Council Japan, All Rights Res




OPC UA Pub-Sub O—RIvY’

PubSub
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