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OPC Foundation: #8##

About ~ Membership ~ Products ~ (o]

What is OPC?
OPC Technologies

OPC Foundation Mission Statement

Working Groups

History
Sponsoring / Adverti.ing Organization

Contact Us Experts

Hfs DIEE

Board of Director, Officers, Directors
(RER), FITR), (RB)

Control Boards (BS¥EEHE =
Technical Control Board (TCB)
Marketing Control Board (MCB)

Technical Advisory Council (TAC)
Markets Advisory Council (MAC)

O—ALgiiEs (BECE. 5L)
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Other Members
Non-Voting Members

End- User Members Logo Members

W'

Voting Members
” ﬂ + Corporate Members

fititiTei

Designated Member Representatives Report in blaminate candidates for election
nominate and elect Directors for 2 years Annual Meeting / Extend / reduce number of seats
(]
Board of Directors
—— Elect =2  Officers
lReport / Controll

Technical Control Marketing Control
Board (TCB) Board (MCB)

Send member
representatives to
working groups and

marketing teams Daily Operations
ReponT

Report / Control

eport / Control

Technical Advisory

Regional
Council (TAC) Sgtond

Marketing Teams

&
Technical

Working Groups

« Starts new working groups
’ ( * Review and release of specifications
developed in technical working groups
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OPC Foundation Board of Directors
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« ICONICS > =ZE#

1996 — 1998 David Rehbein Russ Agrusa

1998 — 2000 Dr. Gil Pareja
2000 — 2018 Thomas Burke
2018 — =& Stefan Hoppe

e ascolab

Matthias Damm

» Siemens (Officer: Vice President)

Thomas Hahn

Stefan Hoppe « BECKHOFF (Officer: President)

2018/10 :Stefan Hoppe & Tom Burke

* Honeywell (Officer: Treasurer)
- B
* SAP (Officer: Chairwoman)

Ziad Kaakani
Shinji Oda

Veronika Schmid-Lutz

* Microsoft

Matt Vasey

91T e [T/ [alale] (=18 « Rockwell Automation

Bernhard Eschermann [[¥:\z]=

Fabrice Jadot « Schneider Electric
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OPC UA: Industrial Interoperability for lloT and Industrie4.0
From Sensor to Cloud ™ REDMOND
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OPC UA: Industrial Interoperability for lioT

SEOUL =&
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150+  July 3rd - OPC Day Shanghai hosted by Huawei, China
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119: July 5th — OPC Day Seoul, Korea

157: July 8th — OPC Day Taipei, Taiwan hosted by Microsoft
150+  July 9th — OPC Day Shenzhen hosted by Foxconn, China
115: July 10th — OPC Day Singapore sponsored by Beckhoff
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OPC UA Day Automotive 2019/05/23 ®¥e]=Tox8):\ »):\ 4

OPC Founc

9:00-16:30 Uhr

Volkswagen
Mobile Life Campus
(AutoUNI)

., AUTOMOTIVE
"'23. MAI 2019

IT meets Automotive

Hermann-Minch-Str. 1
38440 Wolfsburg
Germany

OPC Unified Architecture

The Industrial Inter-
operability Standard

AIDA: Audi, BMW, Porsche, Volkswagen
OPC Foundation
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Version 1.04
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Version 1.01 OPC UAZRF 8 M & 15
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1.043 ERRICEITLH))—ARRT—E2 R
Amendment 1: Analogltem Types

> Amendment 2: Choice States and Guards

> Amendment 3: Method Metadata

> Amendment 5: Dictionary Reference

> Amendment 6: UADP Header Layouts

3 Amendment 7: Interfaces and Addins

> Amendment 11: Spatial Types

> More in release process
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Published Information Models

OPC UA Specifications

Model
Core
Core
Core
Core

Core

Specification

OPC 10000-1 - Part 1: Overview and Concepts

OPC 10000-2 - Part 2: Security Model

OPC 10000-3 - Part 3: Address Space Model

OPC 10000-4 - Part 4: Services

@I Joint Companion Specifications

Model Specification

DI OPC 10000-100 - Part 100: Device Information Moc
ADI OPC 10020 - UA for Analyzer Devices

ISA-95 OPC 10030 - UA for ISA-S95

PLCopen OPC 30000 - UA for Programmable Logic Controllel
AutolD OPC 30010 - UA for Autold Devices

AutomationML OPC 30040 - UA for AutomationML

PackML OPC 30050 - UA for PackML (OMAC)

T™C OPC 30060 - UA for Tobacco machinery (TMC)


https://reference.opcfoundation.org/
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About ~ Membership ~ Products ~ Certifi

What is OPC?

OPC Technologies

OPC Foundation
Working Groups OPC-F Working Groups

Advertising Joint Working Groups

Contact Us

nd definition about OPC Foundation Jc

OPC Foundation Joint Working Groups

Introduction Version 2019-02-11

OPC UAis a series of specifications providing multivendor multiplatform secure reliable information
integration interoperability from the embedded world to the cloud. Key parts of OPC UA is about
information modeling, and is the foundation providing a complete infrastructure to facilitate other
organizations complex data modeling leveraging the OPC UA infrastructure to take advantage of the
seamless interoperability.

The modelling capabilities of OPC UA are the fundamental components necessary for semantic

T JIL—7 (JWG) - &, %, How-to

a5 WL—TIZET 5 LRHER
https://opcfoundation.org/about/working-groups/joint-working-
groups/

« TEZ [ E#E / How to create
e WALAN (THREFE/ EREE/ZEEE)

e WHESIL—TM X +: What/ Who / Contact / Version
1) 1) —R¥I~D) 5
IRBER K - Implemented / IP tested / Certified

“aA T baINZF 4EER” [XOPC Foundation® 7% / O
U—TREHYFHA.

interaperability. An increasing number of organizations created standard OPC UA information models o 2 0 L = Ore
for specific domains and/or are currently under development. These OPC UA information models are
described in what is known as OPC UA companion specifications.
OPC UA companion standards address use cases and with that increase the applicability and adoption of Generic Device Models (Controller, Field Device, Process Device)
the OPC UA technology in different verticals. VL00| Released Dec.09
See hif siffo cff)‘undlatmn.or developer-tools/specifications-unified-architecture for released oPC FDIIHﬂAl'iﬂﬂ Y |generic representation of devices, e.g. Field devices, controllers, robots, machine tools Matthias Damm. chair V1.01|Released k12 physical d:avnce,s?nware component,
companion specifications. UA for Devices (DI) Relcase grouping

V1.02 N Jan-19

Candidate

The OPC Foundation has been providing support to other consortiums and standard organizations to

A unified view of analysers irrespective of the underlying device protocols.
V1.00|Released Oct-09

. e L . ) OPC Foundation: Analyzer devices are comprised of one or more analyser channels with a single address space which <ASkOPC> .
develop the OPC UA companien specifications via an infrastructure known as joint working groups Analyzer Devices (ADI) has its own configuration, status and control. s
(we). Examples: Particle Size Monitor, Acoustic Spectrometer, Gas Chromatograph V1.00|Released Jan-15
R X V1.00|Released March-10
UA for 61131-3 (PLCopen) Y [Control program, tasks, controller variables, structured data, function blacks
A “Joint Working Group (JWG)" is a working group formed between an organization (subsequently called V1.01. In work
u X o, ) ) Stefan Hoppe, chair PLC, Controller, Automation
cooperating organization”) and the OPC Foundation. The goal of the JWG is the development of an OPC V1.00| Released Apr-14
UA companion standard for use cases defined bV the cooperating organization, with a compliance UA Client FunctionBlocks {PLCopen) Y |PLC controller initiates UA communication. Controller-Controller, Controller-MES, ...
testing strategy to i liant implementations of the OPC UA ionstandard YLOL Released Sep1®
esting strategy to insure compliant implementations of the companion standard. ! p - - . .
LB b Baspeatel Paabonns 8 cssodilh Identificaton device executing a scan, read or write process. Comprises barcode, OCR, 2D code, RFID, e w1 ol Belencand P
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™ THE OPEN GROUP

Open Process Automation Forum OPEN PROCESS
AUTOMATION™ FORUM

» Open Process Automation Forum (The Open Group® —&F)

WWW.0penqgroup.org THE O])é’ﬁ{’mw

» The Open Group (XITEEDIFEEF T/ O—NIILGEIDY—DTF L
» T E—EJLHThe Open Group ZEFE
» https://www.opengroup.org/open-group-open-process-automation-forum-launches-o-pas-standard-:

~ New reference architecture Standard developed fo ensure the security, interoperability and scalability of process control systems ~

San Francisco, California — February 5%, 2019: Today at the ARC Industry Forum event in Florida, The Open Group, the vendor-neutral technology
consortium, has announced the launch of its new O-PAS™ Standard, Version 1.0, a preliminary standard of The Open Group. Developed by The Open Group
Open Process Automation™ Forum (OPAF), the standard will provide a vendor-neutral reference architecture to enable the construction of scalable, reliable,
interoperable and secure process automation systems.

The O-PAS Standard, Version 1.0, is focused on meeting the minimum standard and specification requirements for federated process automation systems, using
an open and interoperable reference architecture. A key tenet of the Standard is to adopt ‘fit-for-purpose’ industry standards that exist in the marketplace today.
As a result, the Standard will incorporate a variety of functional elements that are already provided by multiple vendors, including:

e Security: ANSI/ISA 62443 (adopted b
e Connectivity: OPC UA
e Systems Management: DMTF Redfis

BG3s |[EC 62443)



http://www.opengroup.org/
https://www.opengroup.org/open-group-open-process-automation-forum-launches-o-pas-standard-1

TJAERF— kA= 3 2: NOAIZWHZEDOPC UA

» NAMUR (Z 70 REEDA— A= 30T0/00—I28 T 5EEBMNGEI—Y—1HE
https://www.namur.net/en.html

» The NAMUR Open Architecture (NOA) E WS AVt T MIFBRSIUVBREFET S Y FOEHME
Y 1—2arvERRTSAEEMEE LT ‘NOA E#RETILD OPC UA RE(L B Z1RF

<%
o
@ \"//
FiELpComM GroupP™

© NOA Information Model

NE NOA defines E 0 NOA M j

» Nathodo 10 go from use case B Hl ue0 | Connecting the World of
10 nammzzr selg e - 0 ' : Process Automation

* NOA parameter sot and semant .9 - | — '
mandatory @ R PI' .

PROFIBUS » PROFINET
NAMUR-ZVEI Collaboration def
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OPEN-SCS: #EXFICHTH0PC UA
Packaging Serialization Functional Hierarchy

N
LEVEL 5 . . )
Government Reporting Government ReAportlngSystems
\, o,
7 )
LEVEL 4 Enterprise Serialization ERP
Enterprise Planning, Manager (Enterprise Resource Planning)
T&T, and Reporting ‘ s
LEVEL 3 = AT
Plant / Distribution J— I Sltelslerlallzatlon — .MES .
anager (Manufacturing Execution System)
Centre Operations - 4
y) Line v v
LEVEL _ !
L 1t Serialization @
Packaging Line Control Controller @
¥ v v v
LEVEL 2A ¥ e = o e
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Intelligent Devices “: @ (7 i . %
Camera RFID Controller Printer Scanner Intelligent Scanner




Overview of OPC UA Companion Speciﬁcatioh Working Groups

<Automatiol

|5) ISA-95
s

for effici

INTERNATIONAL DATA

SPACES ASSOCIATION
» Agricultural Machinery

» Air Conditioning & Ventilation
Air Pollution Control

» Automated Guided Vehicles
» Battery Production

Qpentoo) s eCl@ss

‘indus'm'ol intemet
CONSORTIUM

» Building Control and
5 Management
Engir °" .
» Building Materials
» Ceramic Machinery

» Cleaning Systems

Compressors, Compressed Air
and Vacuum Technology

f',\’\ iﬂ 25;" ﬁ' % *L‘TT » Construction Equipment
Edge Computing ﬁ » Continuous Conveyors
CONSORTIUM T

. ) y » Cranes
BPLATTFEORANE Consortla — » Die & Mould
(INDUSTRIE4.0 » Drying Technology

Electrical Automation

The Inc

» Electronics, Micro & Nano
Technologies

f1  Chinat ElHE

LNI4.0 025
IV [ se

Connected | Manufacturing —O

Industrial

a\

Manutacturing Industry

Innovation 3.0

USE61400-25
[EC 61400-25 user group

CEMAFON {€UMABDIS

T Woodworking Technology
Made in Europe

Cenergistics®

OMAC

The Organization for. Mi:mno
Automation and Cont

umati

universal
machine tool
interface
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Engines

Engines & Systems

¥

Fire Fighting Equipment

Fluid Power

¥

¥

Food Processing and
Packaging Machinery

¥

Foundry Machinery

¥

Glass Machinery

Hydro Power Plants
Industrial Trucks

¥

¥

Integrated Assembly Solutions

¥

Intralogistic Systems

¥

Length Measurement
Technology

Lifts & Escalators

¥

I» Machine Tools and ]
,_ Manuiactunn_g_slsterps 1

o Machlne Vision — ]

» Metallurgical Plants and
Rolling Mills

cUROM P

Europesn Plastics and Rubber Machinery

\% M'Eonnectg

» Micro Technologies
» Mining
» Photovoltaic Equipment

>) Plastlcs & Rubber Machlner! }

» Power Transmission
Engineering

» Precision Tools

» Printing & Paper Technology
» Process Plant & Equipment
» Productronic

» Pumps & Systems

» Refrigeration & Heat Pump
Technology

1_Robotics . 1

» Security Systems

» Software & Digitalization
» Surface Technology

» Testing Technology

» Textile Care, Fabric and
Leather Technology

ST
o-Ling

cidn

% Z
O
Fen assoe>

CCr-linkigg

PI§ &

PROFIBUS * PROFINET

» Textile Machinery

» Thermal Power Plants

» Thermo Process Technology
» Valves

» Waste Treatment & Recycling
» Weighing Technology

» Welding & Pressure Gas
Equipment

» Wind Power Plants
» Woodworking Machinery

Release Candldate

Joint Working Group
with OPC Foundation

OPC UACS in work
Aware of OPC UA

@ IO-Link

ETHERNET ISl "1 i 1

POWERLINK

Standardization Group

SEercos

international
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Overview of OPC UA Companion Specification Working Groups
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»

»

»

»

»

»

»

»

»

»

»

»

»

B

»

Agricultural Machinery

Air Conditioning & Ventilation
Air Pollution Control
Automated Guided Vehicles
Battery Production

Building Control and
Management

Building Materials
Ceramic Machinery
Cleaning Systems

Compressors, Compressed Air
and Vacuum Technology

Construction Equipment
Continuous Conveyors
Cranes

Die & Mould

Drying Technology
Electrical Automation

Electronics, Micro & Nano
Technologies

» Engines

» Engines & Systems

» Fire Fighting Equipment
» Fluid Power

2] Found Machinerx________

» Hydro Power Plants

» Industrial Trucks

[ Integrated Assembly Solutions |

I
----------------- d
» Intralogistic Systems

» Length Measurement
Technology

» Lifts & Escalators

1> Machine Tools and =

- Manufacturing Systems I

E> Machine Vision ]

-----------------------‘
» Metallurgical Plants and
Rolling Mills

» Micro Technologies
o Mining i

---------------------- d
» Photovoltaic Equipment

Plastics & Rubber Machine !

L}}--------------------- -

» Precision Tools
» Printing & Paper Technology
» Process Plant & Equipment

» Productronic

» Refrigeration & Heat Pump

Technology
U_Roboties I
» Security Systems
» Software & Digitalization
I Siurface Technoloav 1

» Testing Technology

» Textile Care, Fabric and
Leather Technology

» Textile Machinery

» Thermal Power Plants

» Thermo Process Technology
» Valves

» Waste Treatment & Recycling
» Weighing Technology

» Welding & Pressure Gas
Equipment

» Wind Power Plants

I"OPC UACS released l

Release Candidate

: Joint Working Group I

i_with OPC Foundation !

OPC UA CS in work
Aware of OPC UA
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OPC UA for AutolD dim

Different devices: 1D/2D codes, HF/UHF-RFID, RTLS, ...
Standardized, secured data and interfaces

OPC UA for AutolD ﬂiill

AUtOIDOD-Iﬁﬁ-G_ij S Hh— 3 RA _‘/9\‘— N GERMANY

ID-Topology with OPC UA

» BEILINT, X 2THT—REAF—T—X
» BIGHVTFILEAT
HF/UHF-RFID, OCR, Optical (1D/2D barcode), RTLS

I‘ﬁ‘:ﬁq o
- Harting, Siemens (4 2 1 )
- Balluff, Leuze (2 2 1 7), Sick, Turck, (P+F 2019)

1 BRAE3VTFNVEAT
- [@

LT—2&EA403—T1x—X

And more...

= - |
=i HF-RFID UHF-RFID
1D/2D Code: Mobile

Computing



1:2 ﬁ b PLC : S F D — 7_ | OPC UA: Protocol agnostic - extendable
J . '/ Client/Server: TCP/HTTPS for peer-to-peer communication

Pub/Sub:  UDP/MQTT/AMQP for broadcast messaging ® OPC UA%ﬁPLC
“HOPC PLCopen - — - ABB
O W 4, cmciancy i simaton - BECKHOFE
- Bosch-Rexroth
PLCopen and OPC Foundation: = B&R
OPC UA Information Model - FESTO
for IEC 61131-3 _ Honeywell
Release 1.00 ) Le nze
March 24, 2010 g = % %*ﬂ%
' - National Instruments
“OPOC UA for IEC61131-3” _ Siemens
YiR—Fk - Schneider
- Phoenix Contact

- 35 - Rockwell
- BECKHOFF s N,
- Bosch-Rexroth - WAGO
- B&R
- Honeywell
- Phoenix Contact
- WAGO

OPC Foundation 12-2019



#2: PLC's with OPC-UA Client FBs for IEC61131-3  =smpc ___ricopen

PLCopen OPC UAFB’s:

KFELEE aAI21=H— 3>
T4 —)L FNA\RIEEKE
EWLN, LHAL T a—IL FANRTIEAEL

IT Enterprise & Cloud

Automation

ical Specification

e

“OPCUA Y2 547> k FBs”
HR— b3

- 3S

- BECKHOFF

- Bosch-Rexroth
- B&R

- Honeywell

- Phoenix Contact
- Siemens

_d
FOUNDATION
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OPCUAEXRITXYFUoTNARADA—/N\—E 21—

)

Device Type
? KUppersbusch
Feuar und Flammea seit 1875
Device Class
Fryer Pasta Cooker / Cook Marie
Frying Pan Coffee Machine
Combi Steamer Dishwashing Machine
Convenction Oven, Multiple Deck Oven Servery Counter
Pressure Cooking Kettle Cooking Zone
Cooking Kettle Frying And Grilling Appliance
Multi Function Pan Microwave Combination Oven DO u b I e tan k fry' n g Stat| on
OPC UA enabled
Ice Machine

OPC Foundation 12-2019




2019 —a—R:THOZhI, 2342 T7—=F257)IL—T(JIWG)
- TUOZAHAIL=21—X 2019

- Amendments for version 1.04 of the OPC UA specification

- Version 1.02 of OPC UA for Devices is available as ReleaseCandidate

- OPC Foundation & IIC Liaison Workshop February 14th, 2019 in Raleigh (NC) USA
- Kick-Off VDW & OPCF WG “umati OPC UA JWG” February 22nd, 2019

- Kick-Off VDMA & OPCF JWG “End-of-Arm Tools (EoAT)" February 21, 2019

- Release Candidate (RC): OPC UA Commercial Kitchen Equipment — V1.02"

- Kick-Off VDMA & OPCF JWG “Surface Technologies" April 15, 2019

- Kick-Off VDMA & OPCF JWG “Glass Industries" April 29t, 2019

- Kick-Off VDMA & OPCF JWG “Plastics and Rubber Machinery" April 30st, 2019
- OPCF “OPC UA Harmonization Working Group" June 19™, 2019

- OPC UA Interoperability Workshops (IOP) Europe in July 2019

- Release Candidate (RC): OPC UA Companion Specification for Machine Vision
- Kick-Off - WCI & OPCF JWG “UA for ISA100 Wireless" July 10", 2019

- Kick-Off — WS & OPCF JWG “UA for Weihenstephan Standards” July 28, 2019
- Kick-Off - EUMABOIS & OPCF JWG “Woodworking Machines” Sept 30%", 2019

4 A
OPC Foundation 12- FOUNDATION



OPC Foundation: Industrial ThingsDEERD S 4 T 5 1)
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OPC Foundation: 1§

E} 'tps://opcfoundation.org

FT

s FTA)TF7F LR
https://reference.opcfoundation.org

s T—RAALT, AVA—T—RFEDI)R L
« T OPC UA L%k
c ETHYIAY MNEHRETIL

OPC Foundation 12-20

é 4 O @ |Ij reference.opcfoundation.org * 5"‘5 ﬂu |_.d>

MENU

OPC UA Online Reference

Online versions of OPC UA specifications and information models.

Published Information Models

OPC UA Specifications

Model Specification
Core OPC 10000-1 - Part 1: Overview and Concepts
Core OPC 10000-2 - Part 2: Security Model
Core oPC1( _ o ]
Joint Companion Specifications
Core OPC 1(
Model Specification
Core OPC 1
4 DI OPC 10000-100 - Part 100: Device Information Moc
ADI QOPC 10020 - UA for Analyzer Devices
ISA-95 OPC 10030 - UA for ISA-S95
PLCopen OPC 30000 - UA for Programmable Logic Controlle
AutolD OPC 30010 - UA for Autold Devices
AutomationML OPC 30040 - UA for AutomationML
PackML OPC 30050 - UA for PackML (OMAC)
T™C OPC 30060 - UA for Tobacco machinery (TMC)


https://reference.opcfoundation.org/

OPC UA in Brownfield Scenarios (BiF A TLEBEEOENER)
LA L THEEORR & EHT 5 h

— Gateway devices with integrated OPC UA client/server functionality

IT-System/ Cloud

OPC UA Client

Edge Device

Vendor
specific

OPC DA Server OPC UA Server

]e]

gl o

OPC UA Server

COPC UA Wrapper

OPC DA Client

Classic OPC DA,
A&E, HDA (COM/DCOM)

OPC DOM DA Wrapper

— OPC COM DA has been out there since
~1996, stil often used in the field

— Wrapper technologies allow easy retrofit
of existing OPC COM DA installations

— Converter between OPC UA and underlying protocols

Dedicated edge device, virtual machine, directly on IPC, ...

OPC UA Server

Converter

Vendor-specific Client

Vendor
specific

Vendor-specific Protocol Converters
— Various protocol corverters
available on market
— Some corwerters allow to load
information model and map raw data

— Actual deployment type depends on application scenario and technical requirements

Forward to-Port

4840 Gateway-PC

One OPC UA Server

OPC UA Server

Server Aggregator

OPC UA Client

OPC UA

Multiple
OPC UA Servers

OPC UA Server Aggregation

— Aggregation of OPC UA servers
into one single server

— Reduced firewall port exposure

— Single server endpoint for application
clients resuts in reduced certificate
management complexity

MQTT
AMQP
OPC UA Pub/Sub

loT Client

loT Connector

OPC UA
Vendor specific

loT Gateway Software

— Typical automation scenario:
vendor-specific protocal corverter

— Easy retrofit of existing machines with

OPC UA (=ecurity, companion specs, ...
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OPC Foundation: OA—F< v

https://opcfoundation.org/about/opc-technologies/opc-ua/opcua-roadmap/

_ 2019/2020 — Features worked on 2021 and beyond — Vision

2019: Relate with established semantic Deterministic UA: Mappings to TSN The following features are under
models (Dictionary Reference) =  This project will add a transport mapping | consideration. No concrete specification work
= Aninfrastructure to reference from an of OPC UA PubSub to Time Sensitive has been initiated.

OPC UA Information Model to external Networking (TSN). Based on this Transactions

dictionaries like IEC Common Data mapping, deterministic data exchange = With the increasing popularity of OPC UA
Dictionary or eCl@ss. 2 in various industries, we also see more
2019: Interfaces and Addins and more scenarios where OPC UA is
= Interfaces and Addlns complement {4

vel Communication (FLC)

=  The goal of this initiative is to extend OPC
type model and can be used whe UA to the field by addressing all relevant
subtyping is not suitable for a reqllired use-cases for Process- and Factory
extension. \ Automation including for instance

PubSub - determinism, safety and motion.

=  New communication schema to enable

used for configuration. Simple
Nonfiguration tasks can be solved with

)

ransactions will be needed.
etaData in the Cloud
S =F =  When data are published to cloud
This feature will enable locating Nodes applications, most of the meta

ethods, for more complex scenarios,

and optimize OPC UA for one-to-many, -

many-to-one, or many-to-many (Objects, Methods, or Variables) on a information that is in the Server’s

configurations. global level (e.g. in an entire system). An AddressSpace is not part of these data.
JSON Web Token, OAuth2 AliasName is an alternate well defined The “MetaData in the Cloud” project
=  User identification using the name. Global OPC UA discovery services targets this deficiency.

authorization service well-established in maybe constructed that aggregate all Cloud-Relay

modern cloud applications (Azure, AliasNames on OPC UA Serversina =  The cloud-relay capability allows for

Google, Facebook, ...} system and then serve as a system-wide connectivity between UA applications
Reverse Connectivity lookup service for Clients. even w i rver are
= Servers behind firewalls can use reverse Harmonization of companion standards ind separate firewalls.

connectivity. =  Many organizations use OPCUA to m Deterministic communication using 5G
Sessionless Services and expose their existing informati = The 5th generation wireless systems will
=  Avoids session establishment for use Sometimes, however, the definitiofis provide better performance and

cases where Servers are called overlap or are identical. This projec,. |  determinism. Similar to

infrequently. supports companion working groups a mapping of PubSub to 5G protocols

. T | . U T (. N [ I ——


https://opcfoundation.org/about/opc-technologies/opc-ua/opcua-roadmap/

OPC Foundation “Field Level Communications Initiative”:
OPC UAZFMIBED L, t—I7TF 4 TE— 3 VETH 7 4—» P_yumw_ -3

OCF Press Conference SPS 2018
Overcrowded!

New Initiative for Field
Level Communications

OPCF Press Conference SPS 2018 l 4
ABB, Beckhoff, Mitsubishi,

_ Rockwell, Siemens, Schneider




FLC Steering Committee

» Initial members (November 2018): 23, two new members: Murrelektronik (D) and Festo (D)

ABB  BECKHOFF rexroth |g§ v FESTO

A Bosch Company CISCO.

%—g’; - () HIRSCHMANN @@ (intel‘) k&ﬁly@ito®

o et Ny HUAWEI

creating a difference

ELECTRIC | molex mMoxaA [IMURR OMRON [leoNTac

stay connected

PILZ Rockwell Schneider SIEMENS Trfech W}lﬁﬂ

Au tomation g E | ectr | C ,"\3«%“"{7 for td‘&, Ensuring Reliable Networks

40 e @
Y 4
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0— K< v 7 Field Level Communications Initiative (1)

spectcaton versonv1. [ specitiaton version vz
i, e SRRSSEET

Communication Peer-to-Peer Peer-to-Peer

Models I/O Style & Autonomous Publisher

PubSub Mechanisms Single-/Multi-Subscriber Single-/Multi-Subscriber
Uni-/Multicast Uni-/Multicast

Transport Ethernet (non-TSN, via UDP) Ethernet (non-TSN, via UDP)

Protocols Ethernet TSN (direct layer 2 mapping) Ethernet TSN (direct layer 2 mapping)

Diagnostics Basic (device & network) Extended (device & network)

Application alarms

Discoverable Identity & capabilities
(for controllers and devices)

Device Information Discoverable Identity & capabilities
Model (for controllers)

\ 3 A
OPC Foundation 12-20 FOUNDATION




0— K< v 7 Field Level Communications Initiative (2)

I A

Safety Client-Server & PubSub Client-Server & PubSub
Parametrization

Security Adoption of existing OPC UA Security Adoption of existing OPC Security
mechanisms mechanisms + extensions (if needed)
Configuration Online & Offline Online & Offline
Shallow TSN Configuration Deep TSN Configuration
Conformance Testing Test plan for controllers Test plan for controllers & devices

Timeline Release candidate (April 2020)

Y .
42 o, e “’

Yo ®

OPC Foundation 12-2018\\

FOUNDATION



OPC Foundation: OA—F< v

https://opcfoundation.org/about/opc-technologies/opc-ua/opcua-roadmap/

2019: Relate with established semantic

models (Dictionary Reference)

= Aninfrastructure to reference from an
OPC UA Information Model to external
dictionaries like IEC Common Data
Dictionary or eCl@ss.

2019: Interfaces and Addins

= Interfaces and Addlns complement the
type model and can be used when
subtyping is not suitable for a required
extension.

Pubsub

=  New communication schema to enahble
and optimize OPC UA for one-to-many,
many-to-one, or many-to-many
configurations.

JSON Web Token, OAuth2

=  User identification using the
authorization service well-established in
modern cloud applications (Azure,
Google, Facebook, ...}

Reverse Connectivity

= Servers behind firewalls can use reverse
connectivity.

SessionlLess Services

= Avoids session establishment for use
cases where Servers are called

infrequently.

[ . I TR

2021 and beyond — Vision

Deterministic UA: Mappings to TSN

This project will add a transport mapping
of OPC UA PubSub to Time Sensitive
Networking (TSN). Based on this
mapping, deterministic data exchange
between UA applications is possible.

Field-Level Communication [FLC)

The goal of this initiative is to extend OPC
UA to the field by addressing all relevant
use-cases for Process- and Factory
Automation including for instance
determinism, safety and motion.

Alias names

Harmonization of companion standards

This feature will enable locating Nodes
(Objects, Methods, or Variables) on a
global level (e.g. in an entire system). An
AliasName is an alternate well defined
name. Global OPC UA discovery services
maybe constructed that aggregate all
AligsNames on OPC UA Servers in a

A
bmokup service for Clients.

Many organizations use OPC UA to model
and expose their existing information.
Sometimes, however, the definitions
overlap or are identical. This project

woports companion working groups

| . e

I/

The following features are under

consideration. No concrete specification work

has been initiated.

Transactions

= With the increasing popularity of OPC UA
in various industries, we also see more
and more scenarios where OPC UA is
used for configuration. Simple
configuration tasks can be solved with
Methods, for more complex scenarios,
transactions will be needed.

MetaData in the Cloud

=  When data are published to cloud
applications, most of the meta
information that is in the Server’s
AddressSpace is not part of these data.
The “MetaData in the Cloud” project
targets this deficiency.

Cloud-Relay

=  The cloud-relay capability allows for

connectivity between UA applications

even when both Client and Server are

behind separate firewalls.

a mapping of PubSub to 5G protocols

[ I ——



https://opcfoundation.org/about/opc-technologies/opc-ua/opcua-roadmap/
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» Micro Level » Top Level
o Spatial Types (TBD) - Energy Management
o Units - Asset Management
> Currency > Job and Recipe Management
o Coordinate DataTypes (GPS, local) - OEE / KPlIs
o Calendar / Schedule DataTypes > Operation or Machine State Machines

» Feature Level
- Software Update / Patch Management

> Device Commissioning (e.g. network address) Kicy off
> Alarm Configuration Via Wep on June 19t
o Configuration of Time Synchronization (e.g. NTP or AS-Rev) c°’"’ere,,ce

> Logging (Events)

OPC Foundation 12-2018\\ FOUNDATION



OPC UA Harmonization Working Group (NEW)

« AVNZFIURHEDOT—FH5TIL—FTOPCF ECaA Y RTIL—T)MN
HBILTREAHEBED 1) & T X + ZHarmonization WGIZ#R&
« Harmonization WG AEHEICT—X 90— TR TORELGEEEDEE L

A¥xy
\ « Harmonization WG [ VDMA D/\—FF A E—2 a VEEIERAT S

ST hEFa A D%

s RO —XJJIL—T DO
MDIS

« BBFET—X2T5IL—TA~ANKZ T FD3E]
TEL
« Harmonization WG THBD &£
OPC UA for Machinery

tl VDMA

EUROMAP

10-Link

AutolD

Vision Systems

Robotics

T ®
Yy - “
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»  HThiR v10 : “Interoperability for Industrie 4.0 and the Internet of Things”
https://opcfoundation.org/resources/brochures/

OPC Unified Architecture
nteroperabllity for Incustrie 4,0 and the Intermet of Thrgs

202045 h: 2 F DILE Ty
##R: OPCHOEFE [L_uﬁ“ v

B UATH/ OC—EE (fl : PubSub integrated into OPC UA) ::?§ I
%ﬁ%ﬁ. FLC (2 /\0_:)) ”:’ E ii]

FRATRL—2ay (V) —RE#DDLO) i

v v v Vv

» Podcast®) Egts
https://opcfoundation.org/podcast/

» iTunes / Spotify
,OPC Foundation“ TR L THTL &L

- EXPERTS

[ PODCAST

iTunes https://apple.co/2CzTGsL

Spotify https://spoti.fi/2Kax46k OPC Foundation Podcast e .



https://opcfoundation.org/resources/brochures/
https://opcfoundation.org/podcast/
https://apple.co/2CzTGsL
https://spoti.fi/2Kax46k

OPC in the World - Update

Thank you!

Stefan Hoppe

President & Executive Director OPC Foundation
Stefan.hoppe@opcfoundation.orqg

xxxxx
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Looking for more information?
https://opcfoundation.org/

ducts ~ Certification ~

Markets & Collaboration

1= information exchanq:
industrial commn; tat

Minute OPC UA
YouTube Video
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