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OPCODEESE

®F—1H4 (OPC Classic)
OPC: OLE for Process Control
OLE: Object Linking and Embedding

IE#ML : De facto standard
Platform : Windows

R

(—H#RBERE)

F_iH (OPC UA)

OPC: Open Platform Communications
UA : Unified Architecture

JRE1L EFREERE (IEC62541)
Platform : FERTF

Data modeling #E (HF®RETIV)
Security : #Z& (Security by design)
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NET Windows
S8 Embedded

E - & -
\ E—i# : OPC Classic

N P A REED UAAPI

= W-o7 s _ -~ « C/C++

=== « JAVA/JavaScript
* Microsoft .NET
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OPC UA PubSub

OPC Classic OPC UA
Information
Models
Basic Models
OPCUA 5
3
TCP TCP
IP IP
Ethernet Ethernet
PHY PHY
OSIEIKRTF

Windows® &

OPC UA PubSub
over TSN

Information Information
Models Models
Basic Models Basic Models
OPC UA PubSub OPC UA PubSub
over TSN
TCP UDP TCP UDP
IP IP
Ethernet Ethernet w/TSN
PHY PHY

FOUNDATION



HEETILOEHE

[ Client ][ Client ] Subscriber

Multicast

Message Oriented Middleware

A A

Publisher

Message Writer

Dataset

OPC UA Server OPC UA Publisher

Client / Server Publisher / Subscriber
(1:N)

Message Writer Message Writer
Dataset Dataset

OPC UA Publisher OPC UA Publisher

Publisher / Subscriber
(N:1)




TSN: IEC, IEEEEDISRKL—=3 >

Goal of IEC/IEEE 60802 Qther ) 7: Application
BT rganization f§ " \
= Converged TSN network: different 9 ROIPC WA | 6 presentation  appiication protocol
protocols can share the same TSN Sty 5: Session

IEC 62541-x

1 1

IEC/IEEE 60802 TSN Industry
Automation Profile
(a profile selecting features from
> various |IEEE802 and IEC standards)

IEEE 802.1/1EC
IEEE 802.3 1: Physical e.g. 100 Mbit/s|1 Gbit/s

network infrastructure
m  Use of common HW components

4: Transport m TCP

aivetwors [

2: Data Link Ethernet with TSN




OPC-F “Field Level Communications Initiative”
Extending OPC UA including TSN down to field level

OPF Press Conference SPS 2018
Overcrowded!

New Initiative for Field
Level Communications
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OPC 77— 3l

Industrial
Interoperability:
From Sensor
into Cloud

Satellit >

Mobile Robot

BB R ks
Fieldbus A Fieldbus B
5 & &

Initiative for Field
Level Communications

o IT/OT Communication
e Cloud Integration
e Secure Remote Access

o Local OT Communication
c2C
e Controller to Controller

@ Controller to Field Device
C2D

o Wireless Integration (5G)

0 Future Ready
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Device
Models Models

—4— a3 vVET
BRINET,

BRRIE SR
R—ba4TT
BRAETEET

Base

Security

Communication

QoS PubSub (UDP, TSN, 5G, ...)
Regmnts.

_____________

IEEE 802.3 MAC/PHY

/T
]

Network

SPE/APL Frontend (IEEE 802.3cg/bw/bp) i future extension i




Roadmap for FLC Specifications

Industrial Satellit .

Interoperability: r
From Sensor (‘ i ))

into Cloud

<
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o IT/OT Communication

e Cloud Integration

e Secure Remote Access

o Local OT Communication

e Controller to Controller
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Initiative for Field
Level Communications

Spec:lflcatlon Version 2

R T

@ Controller to Field Device

o Wireless Integration (5G)

o Future Ready
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Migration Path with OPC UA

OPC UA FLC incl. TSN supports the convergence of industrial communication for FA & PA & beyond

Controller m Controller m Controller

———————— FIELD LAYER — — ——— FIELDLAYER ——— - — — —

Fieldbus A I Fieldbus B
|
Field Field | Field Field Field Field
;
|
|

Field Field Field
Device Device

Device
l __ _ _ _ _ _ _ _ _ _____

Industrial backbone network / Public cloud network
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OPC UAXI M

B FF D Safetys i 7 1« — OPC UAXIGD O~

JLR#3s+,. OPCUA7 7 :l‘/\l‘l:'—%ﬁ I*D‘—5&~74—
1) /M 50PC UAXG T > k T h¥Safetyl<i@ L I:‘%%EE?&‘Safety(:
A—SBTHERTE S, ETZ5, BETZE D,

OPC UA OPC UA
Controller A Safety Safety Controller C

noon 0000 20000

Controller B

o ol i
e ol KI6EER
Safety-Profile A Safety-Profile B OPC UA Safety
field-
e HHE ] =
@ I_J 77717

Goal 1: functional safety for communication between controllers (C2C)
Goal 2: standardized functional safety for communication on the fieldbus (C2D)
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OPC UA for Field Level Communications EthernetAPL (Advanced Physical Layer)
Technical Paper Brochure

OPC UA for Field Level Communications -
A Theory of Operation

Technical Paper

FLC Technical Paper APL brochure:
https://opcfoundation.org/wp-content/uploads/2020/11/OPCF-FLC-Technical-Paper-C2C.pdf www.opcfoundation.org/apl

FLC News Release: OPC Foundation’s Field Level Communications Initiative reaches significant milestone
https://opcfoundation.org/news/press-releases/opc-foundations-field-level-communications-initiative-reaches-significant-milestone/
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http://www.opcfoundation.org/apl
https://opcfoundation.org/news/press-releases/opc-foundations-field-level-communications-initiative-reaches-significant-milestone/
https://opcfoundation.org/wp-content/uploads/2020/11/OPCF-FLC-Technical-Paper-C2C.pdf

CloudBHE ) &fj[q]

OPC UA via a Cloud Relay

Server 1 — Server 1a 71 Relay links
Server 1b Client to Server

DSAT G —IN\—DEHZZERIZLT,
YOI RAMEERIZAYE—CFED,
rS2 ZR—KEIZWebSocketZ{#E A,

Server2 | Server 2a

Server 3a —| WebSockets

Server3 | ‘I“‘-‘ Client 1 over TLS

Client 2 :  Client1

WebSockets Relay Client connects

Server and requests a
connects and
waits for Client

Server

BRETILOAREREIFVRIZTyTA—F,

559R EDTTIN

UA for Cloud Library e L A BRI,

NT)yLalc&YF—E%I5IRZ7yTO—k,
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Communication (Z 3)

ek (Before): T —ANZMmEND S (After): BN DRNZ
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DATA TABLE 5

WORDO = 0x5128
WORD1 =1111000010101001

0102 82
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FHRETIL

y ETILEZEERE (Meta Model) DHEIL
y ERETILERZESE (Built-in Information Model) D EZ
y WLRETILOILF

o %EfA%EE (Companion Information Model)
o #R%EIE (Vender Specific Extensions)

NV S EHDHRET IV e = [E

AVINFNRBET N
PLCopen, ADI, FDI, FDT, BACnet, MDIS, ISA95, - -
AutomationML, MTConnect, AutolD, VDW, %E(Lﬁ‘bbt’l%#ﬁ @

IEC 61850/61400, ODVA/Sercos and more coming

. “II
OPC UA EHRETIL N ,
Base, DA, AC, HA, Prog, DI HETHAISIRH OPC UA

(IEC62541)

OPCUAEAHY—EZR : _ DEE
Basic rules for exposing information with OPC UA [FHERI DO
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Overview Companion Specifications

Engineering

Enterprise, Asset
Packaging

Asset Management Basics

Management,

Device Models Communication Generic  part 200 Industrial Automation
Machinery

Release Candidate _
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Harmonization in Practice: Machine Tools II“I o

5. ReVieWS and deCIdeS to OPC 10000-200
publish in Part 200 -

Part 200: Industrial Automation

2. Proposes idea Harmonization WG
to Harmonization WG

uonesywads vn 240

4. Feed back

“I“ 3. Discuss Idea and e —
1. Develops idea to creates subgroup Stacklights " D —
represent stacklight _ “I """"""""" il
(first draft of model) 4. Subgroup generalizes
and refines proposal oot
Machine (e.g. adds sound) :

uogeoyioads uof

FPNNAF 6. Uses Stacklights from Part 200 and publishes Machine Tools

\Vendors and CSs can use generic Stacklights ModeI“I"
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Harmonization in Practice: Machine Tools

FOUNDATION e ' Z
“SHOPC voma

OPC 10000-100 Toowoe

OPC 40001-1 |dent|f|CatI0n i

I I - .’==

OPC Unified Architecture

Part 100: Devices
OPC UA for Machinery

Part 1: Basic Building Blocks

OPC 40501-1

uopesyoeds vN 0dO

Relense 102

2019-04-18 Release Candidate 1.0.0

. == 100 o
' Devices Machinery I

OPC UA for Machine Taals
Part 1: Base

uonesypeds uoiuedwo? ¥ DdO

uoneoyeds uolwedwo)d ¥ 2dO

20200525
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Part 1: Overview and Concepts >@ |5
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O P C UA L OPC 10000-200
Part 1 ' 2 e r OPC Unified Architecture

Part 200: Industrial Automation

nesyads vn 0dO

Release Candidate v1.00.00

uo|

2020-04-09

Part 200
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Proprietary communication
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FMARREREOZIME

- Application Instance Certificate |FIF&EDZEMA
- Username & Password I-Y—-FEFO-CLB 7 IR
- WS-Security Token - Access Level
- X.509 V3 - Write Mask
= Ayl Aol | - Executable
» TR

Ayt — 86 . X2 UYFAE—F:

= Ayt—IIcHgdStXal)Ta
FIC001.SV=50.00 ED ST
None,Sign,SignAndEncrypt
Fﬁ%{t . t#lljj_-,rﬂ-:l}:/—
ROBEDIETE

EEIEELUVEBZDOT7ILT Y X L
BREHEROTILITY XL
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Copyright © 2019, OPC Council Japan, All Rights Reserved
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Security Policies

~V1.03 V1.04 Next
None @) O O
Basic128Rsal5 O JEHELE JEHELE
Basic256 O JEHELE JEHEEE
Basic256Sha256 @) O O
Aes128 Sha256 RsaOaep — O (GEMm) O
Aes256 Sha256 RsaPss — O (GEMm) O
PubSub-Aes128-CTR — O GEm) O
PubSub-Aes256-CTR — O GEm) O
ECC 6%& — — O (GEM)

ot o A ®
E /} :; e
Ay - )
FOUNDATION




OPC UADTEFAVUFA P—FFTIF¥

p

OPCUA Y3472k

TV r—aviE
« 1—Y—3EE
1—H—58H
k)]
il

AZa=hHh—a =
7I)r—a UEREE
s
SEeH
a] A4

OPC UA H—/\—

tyay > .

TIVr—va V@
« A—Y—&E
a1—H—8"
k)

o At

/I—l\ .
t?:??’--‘v*lb > .

AIaZHh—
TV r— 3 UEREE
BRI
2
a] A%

S URKR— KB

| |

.

BIERS YU DHh/\—EH

4

_A
FOUNDATION



I U —<,3 > i RED—IEEH

SEERE

ol ol

UAZ FUh B UAZ7 FUmB  EERUAY—A
STHAE % HiE RRRR MAEEME  HOAHEEEM
(FILE) (FILE) (T S 2 B

1=l

9 48 & g g g

OPC UA OPC UA OPC UA OPC UA OPC UA OPC UA

DA77 QI SAT NI SA4T7 2 H—/\ H—/N H—/N
‘:}yw: .




FhICIMBEESTIVEEF 21 VS 1 MWILFE

PubSub
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TOaI7 7L INETRT,
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Session-less Service

Invocation
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OPC UA

Vendor Specific Extensions

Companion Information Models

Built-In Information Models
Base, DA, AC, HA, Programs

Client / Server

Services

Browse, Read / Write
Method Calls, Subscriptions

UA Binary

UA Secure Conversation

WebSocket / HTTPS

OPC UA Meta Model

OPC UATIERZART 50 NDEKN/L—IL

net, MDIS, ISA95 A

Message Model

PubSub Configuration, DataSets
Message Readers and Writers

Publish / Subscribe

UA Binary JSON
UADP UADP / JSON

Built-in Security

OPC Foundation
A

OPC UA

IEC 62541




The 22 Parts of OPC UA v1.05

10000-1 OPC UA Specification, Part 1: Overview and Concepts
10000-2 OPC UA Specification, Part 2: Security

10000-3 OPC UA Specification, Part 3: Address Space Model

10000-4 OPC UA Specification, Part 4: Services

10000-5 OPC UA Specification, Part 5: Information Model

10000-6 OPC UA Specification, Part 6: Mappings

10000-7 OPC UA Specification, Part7: Profiles

10000-8 OPC UA Specification, Part 8: DataAccess

10000-9 OPC UA Specification, Part 9: Alarms and Conditions
10000-10 OPC UA Specification, Part 10: Programs

10000-11 OPC UA Specification, Part 11: Historical Access

10000-12 OPC UA Specification, Part 12: Discovery and Global Services
10000-13 OPC UA Specification, Part 13: Aggregates

10000-14  OPC UA Specification, Part 14: PubSub Including MQTTv5
10000-15 OPC UA Specification, Part 15: Safety

10000-16  OPC UA Specification, Part 16: StateMachines Annex B from Part 5 plus Amendment 2 (ChoiceStates and Guards)
10000-17 OPC UA Specification, Part 17: Alias Names

10000-18 OPC UA Specification, Part 18: User Authorization Annex F from Part 5

10000-19  OPC UA Specification, Part 19: Dictionary References Amendment 5 plus MultiStateDictionaryEntryDiscrete Type from FCG
10000-20  OPC UA Specification, Part 20: File Transfer Amendment 9

10000-21 OPC UA Specification, Part 21: Device Provisioning
10000-22 OPC UA Specification, Part 22: Base Network Model
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OPC TSN Configuration will run with
Fully Centralized and Distributed TSN Configuration Models

Configuration data flows: €==p opc specific (e.g. using Client Server Access)
Leeeeee > Network specific
<€——> Device internal

OPC specific

) . OPC specific
/ Configuration \ / Configuration \
;TSN Corrol Layer
U\

> CcucC <

(OPC specific)

4\ @EEE 802.1Qcc
,TSN Control Layer* using l /Qdj

CNC

Stream Reservation Protocols
(LRP/RAP IEEE 802.1Qdd)

TSN Endstation

TSN Endpoint TSN Endstatio g TSN Endstation
Stack LT > m Stack L_ p— Stack
(Talker) = |  (Listener) (Talker) (Listener)
Bridges Bridges
Distributed Configuration Fully Centralized Configuration

- Prototyping in LNI Testbed (@Augsburg) - Prototyping in 1IC Testbed (@Stuttgart / @Austin)
VR A R
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