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Client Client

- OPC UA Client
Unified Automation® UaExpert
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- Network Protocol Analyzer
Wireshark

- OPC UA Server
Renesasft &#MPU RZ/T2H
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Client/Server
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E L : 5hal
OPC UATIZ. xtmApp/UserhiEfi L TRUWVEFENED . BRALGEREEZITLVET,
BRRIETAMEERT BHIZIE, TITHRAICCOFHREY ) 7TERIEGY FH A,

LUBETIE, COFHRDOBRICELH2EOIDIDT—RERBNANLET,
App | Security policy / User # AR
ZBEE | Security Mode ErH
o] None (Debugfl)/ | Anonymous | A-1 | Client®AppERE(xtFServerMEREE) TNG & 742 54
None (Debugﬁﬁ) A-2 CllentwAppnu nIE(-L-.I-r_.lserVer@nL. nIE)—C OK & 73 5 51
(HK:F\ IE == '~L1|=|
Basic256Sha256/ | Anonymous | B-1 | Server®AppR i (Xt FClientDFREE) TNG & 742 54
Slgn&Encrypt B-2 Servera)Apan. nIE(-L-.l-r_JC“entO)nL. nIE)—GOKt A 615“
(J’J\Bq"s IE fa ‘~L1|=|
UserlD/PW | B-3 | AppiRiEfk. Server®UseriZiE TNG & 743 545
X509 B-4 | AppiRiif#. Server®UsersB5E TOK & %2 5451

(UJZJR IE:% ‘-L1|=|)
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Bl Unified Automation UaExpert - The OPC Unified Architecture Client - RZT2H_demo® - ] x d

File View Server Document  Scttings  Help

NFDBRBD #=2 X4 B ED Ly REQe=2ZF L3 =
Project & x Data Aocoss View O Attributes (] xk‘?“a
v [ Project [ Server Node Id DisplayName | 2w/ @ o’ Time Source Dectination

v B Seves Awibue Ve ]

I Security_Nene
curity_SignA

~ [ Documents B
[ Data Access View

—y
Bl server Settings - Security_ None ? X

Z DFITIE: AppsRiE
ServerhH’Respo

Address Space 5

Nicd =

Mad:

. $ CuriipmeE s e | & o poreard ~ L]
I e Security Polgh ™ E . B E
n = o
fade

Prolocal  Length  hfo

Authentication Settings

O Anonymous

Username

Store
Passwore d
Gertificate J/Demo/keyfiles/uaexpertder
Private Key amo/keyfiles.uzexpert key.pem
Session Settines
Session Mame
oK Cancel

11512%H1=Y . ClientORequestiZxf L T.
R A T=EEBAE N Clientfll THREZEFED =6,

¥ {—HAwh lve coptue in prozess?

fesdesin
ekl S

70774 Ik Detault
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Bl Unified Automation Uaxpert - The OPC Unified Architecture Client - RZT2H_demo” - o x 4
File View Server Document Settings Help
D BPDBR #=0 X5 B KO WG REQe==FTis = Qaan
& X Data Access View O Attribut s 5 x [oeua ] “}E
L oz Time Destinati on et

Auribute

ZDBITIE: SfiA”ppn.unIE’é'_ 5(z#&1=Y. ClientdRequestizxt LT,
ASmervem\Resp@nsaeH#Iw?iz7‘* Eﬂﬂit)\Cllent{ I TEHFED=O
Clienth'OK & #I5E L 35?'

— WiresharkB 7' [$ BEDBEICBITLTVET .

eeeeeeee

aaaaaaaa

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

oooooo

—_— 0 7 A-#2uh dwe copture in progress> 1972 b 18- Fo 0 (000 70774k Default
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Ei% : ServerMAppi2

AE(>5 M ClientD E2EE) TNG & 73 5 41 (B-1)

[l Unified Automation UaExpert - The OPC Unified Architecture Client - RZT2H_demo

File View Sever Document Settings Help

DD PE =2 X5 B Xo
Froject & X Data Access View
v [ Project 8 Server Noge d

v B Servers

X Security_Sig
Security_SignAndEncypt,| fi
v [ Documents
[ Data Access View

ndEncry,

B server Settings - Security_SignAndEncrypt

C DT

vevse o ec«

Authentication Settings

O fnonymous

F3S %%1 S12Hi=Y.

[Address Soace
 Sem—
S e rve r \ squrity Palicy ) s
Hecsare o= Sien & Encryp

Username Store
Password
Gertificate J/Demo/keyfiles/uaexpertder
Private Key amo/keyfiles.uzexpert key.pem
Session Settines
Session Mame
oK Cancel

- o x g
Iy
|mg e RE Qea=s=ZFT 45 = Q&
O |attributes 5 x [oeua & =
DsplayName | || ® o Tume Souree Destination Prolocal Lergth hhio
Anribute Value

,?iz 7‘. nIEEHit)\ Serverfl| TREFZTHAHT=6.

L 7 A—Hash dve copture in procress> 077 )i Default

o bRE 2 & 0 (008
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Bl Unified Automation UaExpert - The OPC Unified Architecture Clier X 14
File View Server Document Settings Help
IvBBR #=0 X5 B RO L REQRes=FES =Qaqu
pppppp & X Data Access Vien O |Attritutes el xJ°"""a [X] <+
8 O 2 (Tme  [Souce Destination  Protocol  Lereth  hnfo

Z DHITIE: Clienth’RequestD < ik Z 1= SEEAE MY,
Serverfll TEHFFDT-6. ServerBOKZRLFT,

— Wireshark B4’ 13 RO EFEICHEITLTLET,

eeeeeeee
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Kk - AppaZalEi®. ServerMUseri2iE TNG & 42 5l (B-3)

[l Unified Automation UaExpert - The OPC Unified Architecture Client - RZT2H_demo*

file View Sever Document Settings  Help

lgBBE %= XGYS RO
Project & X Data Access View
v B Proj s Server Node Id

ers
Security_None

v [ Documents
[8 Data Acces:

Configgation

ZDHITIE:
BRIEEN

.
curity e

Reverse Cannect

[ server Settings - Security_SignAndEncrypt_UserlD.

EX=QQqH

O Attitutes

Display Name | 43 Protocol Lereth info

Attribute Value

UseriZiE =ID/PW TITULVE T A%

IDIPWE L TEHRINTUVWENILDZAA LTSS,

Addrese Space 2 o Fongd ()
Ng y S wam— -~
ervern\ L. ) e ;
msiiage e Sign & Encrypi -
Authentication Settings
O Anonymous
Usernarme. aaa (O store
Password
Gertificate J4/Demo/keytiles/usexpert der
Private Key 2mo/keyfiles/uaexpert key pem
Session Settings
Session Name

oK Cancel

T L 7 {43k dve copture in proress> I bEE - & 0000

F0774)k Default
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X : Apps2aEik. Server®Userz2iE TOK & 74 54l (B-4)

B Unified Automation UaExpert - The OPC Unified Architecture Client - RZT2H_demo* - o x 1@ ]
File View Sever Document Settings  Help
DpBBR #=2 XK BRE Imge XRERes=TiIS =@aan
Project & X Data ocess View O |Attibutes 5 x loea . S — — XI5
v B Project 3 ey Node'd pr— (YT o Time Source Destination Protocol | Leneth  hfo
v @ Servers

5 Auribute Value
Sec cuy | None

gnAndEncrypt
anAndEncrypt Ut

M server Settings - Security_SignAndEncrypt Userk509 7

ZDHIT iﬁz*ﬁhewﬂtﬂf%%usermunft =iBAETITLVE T,
%&)’_&ﬁ S CWERI DT, EffUserE LTHIESINZET .

Address Space

— W|res \ark 041 BEOBREIZBTLTLET,

Sign & Encypt

Authentication Settings

© Anonymous

Username Store
Password

Gertificate siles /keyfiles/uaexpert usr der

Private Key Feytiles/uaexpert key usr pem

Session Settines

Session Mame

oK Cancel i

D 7 A~Haub dve coptre in prozress> 1l 70774 )k Default
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Rk . EEH

[ Unified Automation UaExpert - The OPC Unified Architecture Client - RZT2H_demo”

T—ABEEIZEY T —F2DEN
Read TETWAZ &MY FT

File View Server ODocument Settings Help L =
NlePBPO @ = NG D B XO REQes=FLS=EQQQ T
Project & X Data Accoss Vien O Atributes = B -+
v B Project £ Sever Node Id DisplayNome | il © o Time Source Destination Protocol Lereth hio
v B Severs — 192.168.10.28  192.168.10.100  OpcUa 162 UA Secure C ion ge:
[ Security None 2 0.000900 192.168.10.108  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
curity_SignAndEncrypt 4 5.004823 192.168.10.28  192.168.10.100  OpcUa 162 UA Secure Conversation Message: ReadRequest
SignAndEncrypt Ut 5 5.0805705 192.168.10.100  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
2 Security_SignAndEncrypt_U 7 10.915399 192.168.10.28  192.168.10.100  OpcUa 162 UA Secure Conversation Message: ReadRequest
8 Documénts 8 10.916296 192.168.10.100  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
BB Dol Rccess View 10 15.019384 192.168.10.20  192.168.10.100  OpcUa 162 UA Secure Conversation Message: ReadRequest
11 15.020276 192.168.10.100  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
13 20.037572 192.168.10.28  192.168.10.100  OpcUa 162 UA Secure Conversation Message: ReadRequest
14 20.038470 192.168.10.100 192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
19 25.043022 192.168.10.20 192.168.10.100 OpcUa 162 UA Secure Conversation Message: ReadRequest
20 25.943886 192.168.10.100 192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
22 30.054111 192.168.10.20  192.168.10.100  OpcUa 162 UA Secure Conversation Message: ReadRequest
23 30.054997 192.168.10.100  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
25 35.063142 192.168.10.20 192.168.10.100 Opcla 162 UA Secure Conversation Message: ReadRequest
26 35.964009 192.168.10.180  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
28 49.991536 192.168.10.20 192,168.10.100 Opcla 162 UA Secure Conversation Message: ReadRequest
29 40.092447 192.168.10.100  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
31 45.100448 192.168.16.28  192.168.10.100  OpcUa 162 UA Secure Conversation Message: ReadRequest
32 45.101309 192.168.10.100  192.168.10.20 Opcla 128 UA Secure Conversation Message: ReadResponse
34 50.104907 192.168.16.26  192.168.10.100  OpcUa 162 UA Secure Conversation Message: ReadRequest
35 50.105801 192.168.10.100  192.168.10.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
References & x
Acdress Space & x ) 2@ Foart °
gptateien. 0 = Reference Target DisplayName —
‘:J Eoéh«h Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits) on interface \Device\NPF_{70668CBA-380F-461A-9207
N _'i"%mc:asRZ Ethernet II, Src: HP_e0:96:82 (e0:70:ea:e0:96:82), Dst: CIMSYS_33:44:55 (00:11:22:33:44:55)
& Server Internet Protocol Version 4, Src: 192.168.10.20, Dst: 192.168.10.100
> 2 TestNodes Transmission Control Protocol, Src Port: 53572, Dst Port: 4848, Seq: 1, Ack: 1, Len: 108
€2 ypes OpcUa Binary Protocol
2 Views Message Type: MSG

Chunk Type: F
Message Size: 108
SecureChannelld: 16

Security Token Id: 16
Security Sequence Number: 62
Security RequestTd: 62

TunaTA + EvaandndMadnTA

v OpcUa Service : Encodeable Object

D 7 Frame (rame). 162 ) b

100 80 11 22 33 44 55 @ 70 ea 0 96 82 08 00 45 00

+="3DU:p -~

1o b 97 - & 22 (59550

70774 )k Detault
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EEE . FIEM (SecurityF D LLE)

Security®
HREARKIC/REEZENTICTALS
(EE)

Security
BGBRRECT NNV J/ITRA NENTERT S

| Ml OPC B-2pcapng — o x | M OPC A-2.pcapng - o x

WD BED ERY EBG IO F2W V-0 ALTH ‘ T RED BRY EBE) IO 4 5 EFEY FEW YWD ALTH

Am i@ RE ] &= ‘ dm 2 ® RE R o= @ Q8 i

(R opeua B <)+ [EIE=D B0 -]+

o, Time Source Destination Protocol  Leneth  Info ‘ o Time Source Destination Protocol  Length  nfo
10 113.804632  192.168.10.20 192.168.10.100 Opcla 115 Hello message | I 11745.999614  192.168.10.20 192.168.10.108 Opcla 115 Hello message
11 113.805503  192.168.10.100 192.168.10.20  Opcla 82 Acknowledge message 68.10.20  OpcUa 82 Acknowledge message
12 113.806042 192.168.10.28 192.168.10.100 Opcla 187 OpenSecureChannel message: OpenSecureChannelRe 68.10.100 OpcUa 187 OpenSecureChannel message: OpenSecureChannelRequest
13 113.806924  192.168.10.100 192.168.10.20  Opcla 189 OpenSecureChannel message: OpenSecureChannelRe . - —_— 68.10.20  OpcUa 189 OpenSecureChannel message: OpenSecureChannelResponse
14 113.807287  192.168.18.28 192.168.10.100 Opcla 152 UA Secure Conversation Message: GetEndpuintsRsSeCu rlty & ﬁ’}‘j] " d é & 68.10.180 OpcUa 152 UA Secure Conversation Message: GetEndpointsRequest
27 113.812082  192.168.10.100 192.168.10.20  Opcla 107 UA Secure Conversation Message: GetEndpointsRe N 63.10.20  Opcla 107 UA Secure Conversation Message: GetEndpointsResponse
29 113.812747  192.168.18.28 192.168.10.100 Opcla 111 CloseSecureChannel message: CloseSecureChannel - 3 - 63 acho eSec o Bague
37 113.862042 192.168.10.20 192.163.10. Opcla 115 Hello message ﬁ = 0) h‘ E}] -ts % (10, 115 Hello message
38 113.862878  192.168.16.180 192.168.10. OpcUa 82 Acknowledge message 1 = Aty .10. 82 Acknowledge message
40 113.869019  192.168.10.20 192.168.10.180 OpcUa 183 OpenSecureChannel message: Serviceld @ .10. 187 OpenSecureChannel message: OpenSecureChannelRequest
45114.127646  192.168.10.100 192.168.18.20  OpcUa 250y e = i ~ f~ .10. 189 OpenSecureChannel message: OpenSecureChannelResponse
47 114.142834  192.168.10.20 192.168.10.180 OpcUa  135@UA Secure Conversation Message: Serviceld @ d~ d~ .10. 345 UA Secure Conversation Message: CreateSessionRequest
61114.231136  192.168.10.180 192.168.10.20  Opcla 158UA Secure Conversation Message: ServiceId 8 o .10. 1262 UA Secure Conversation Message: CreateSessionResponse
63 114.240978  192.168.10.20 192.168.10.100 OpcUa s5@UA Secure Conversation Message: ServiceId @ 200 UA Secure Conversation Message: ActivateSessionRequest
64 114.244842  192.168.18.180 192.168.10.20  Opcla 198UA Secure Conversation Message: ServiceId 8 UA Secure Conversation Message
65114.245511  192.168.10.20 192.168.10.100 OpcUa Conversation Message: Serviceld @ 192.168 - e 5 L

66 114.246986 192.168.16.160 192.
67 114.247418 1

UA
UA
UA
UA
UA

168.1a onversation ervice

Serviceld @

essage:

0OpcUa 534 UA Secure Conversation Message:
" Eve o

Conversation Message: Serviceld ©
Conversation Message: Serviceld @
Conversation Message: Serviceld ©
Conversation Message: Serviceld ©
Conversation Message: Serviceld ©

Secure
Secure
Secure
Secure
Secure

59 46.005667

.10.100 192.168.10.20

60 46.028 - UA Secure Cunvsrstj'un Mssss: deRespunss

A S e b
UA Secure Conversation Message: CreateSessionRequest
UA Secure Conversation Message: CreateSessionResponse
UA Secure Conversation Message: ActivateSessionRequest
UA Secure Conversation Message: ActivateSessionResponse
UA Secure Conversation Message: ReadRequest

—

>
> Ethernet II, Src: HP_e@:96:82 (e0:70:ea:e0:96:82), Dst: CIMSYS 33:44:55 (80:11:22:33:44:55)
> Internet Protocol Version 4, Src: 192.168.10.20, Dst: 192.168.10.108

> Transmission Centrol Protocol, Src Port: 52095, Dst Port: 4849, Seq: 1, Ack: 1, Len: 61

> OpcUa Binary Protocol

Freme 10: 115 bytes on wire (920 bits), 115 bytes captured (928 bits) on interface \Device\NPF_{70668CBA-3B@F -461A-9207-3E9E1814773F}, id @

Ethernet II, Src: HP_e@:96:82 (e@:70:ea:e0:96:82), Dst: CIMSYS 33:44:55 (00:11:22:33:44:55)
Internet Protocol Version 4, Src: 192.168.10.20, Dst: 192.168.10.100

Transmission Control Protocol, Src Port: 68826, Dst Port: 4848, Seq: 1, Ack: 1, Len: 61
OpcUa Binary Protocol

Frame 11: 115 bytes on wire (928 bits), 115 bytes captured (920 bits) on interface \Device\NPF_{78668CBA-3BF-461A-92D7-3E9E1814773F], id @

00 11 22
08 65 71

30U p E

33 4455 €@ 70 ea B 96 82 08 08 45 00
8b eq-@

48 08 88 @6 f3 be @ a8 @a 14 0 a8

30U p E

08 11 22
eq-@ 8

33 44 55 eB 78 ea e@ 96 82 08 00 45 00
08 65 71 91

48 00 80 06 f3 38 <@ aB 8a 14 c@ a8

|

O 7 OPG_B-2poapne Sy bl 124 3T 64 (516%)

F0774 i Default |
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PC: OPC UA Client
CPU/Memory Usage

188 RZTZM Groug OPC UA Server and PubSub Same Program Package

OMRON#%tServer — SchneiderftServer -
Puerto#%Client(UA Monitor)iiE{S OPC UA client ToolEi&E{E

2 NX102-1200 Sysmac Studio UA Monitor
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Other Protocol
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== OMRON#tServer —
0) m EEE 15'] 1 Puertof&Client(UA Monitor)Ri&{S

2 NX102-1200 Sysmac Studio UA Monitor

OPC Client

1ZBPO =" X42 R e L. 22 ] = - =aaamn

& x Dots Access Viem O ambutes

Ethernet

B -+

P Node o ployhame  Dstatype 9

168,250,209 192 SublishRequest

NSAtringkem000

WSS |2 pSsiSmgiherant '
NsHiStngtenons
B DuaAccessVien (|4 NSHStimgitemons e 618 74146660 192
S NSH[Sring|itemoot 529 74.645271 192..
o 0 621 74645956 192.168..250.209 192

624 75.148337 192.166.250.2  152.18

[ —
525 75151607 192

8 NStSuing|temony

NSHtringHermoos
NSiStrngem0s

Address Space & x NStitring|temo
o Henleht w o NSHst
2 o

v ) Objects
& Oniceset

64 78.1: 168.2 ure Conversar
650 78,157

v Y- MRET
oPCuAY-/f @ EMLLL O &M
v IJFRIUFERE
IYFRAYE opetcp//PAddresspAB40
o, DT

vEFO7EE
®707 O_EfLEL
070770
o0J0L3-FR

vI-FRE
EAY(0/)-FRE O RELGL
ENERQ/-FER O EELSL

vXIFIAREE
Jo-fVER O ARED

RE(PRE)CAY PO —F(PFRE)DEREHNTE X7,
OPC UA Client(£ £) ¥ OPC UABE LTWE 3 (B ).
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Z 0D {th3E %512 .

Other PLC
O

ther Protocol

OPC UA
HMI =
OPC UA Client

. (BLUE OPC UA Server)
OPC Server OPC Client (UA Expert, etc)

HEET Ay - - .Uniﬁed Automation UaExpert - The OPC Unified Architecture Client - NewProject* = (m] b4
B v D v 4 2 v | Fv @ - File View Server Document Settings Help
D BBE = o x4 2 ®
Troject g x Data Access View © Attributes g x
~ [ Project # Server Nodeld  Display Name v bhe® ©
(B Senfys Dapit e vt

Attribute  Value
~ [1 Documents

{3 Data Access View

Log Progct
> Sddress S mace 8 x

Jeferences B x
4« & @ Foward T [+]

Reference Target DisplayName
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